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Intellectual Property and Regulatory
Notices
Copyrights
The Motorola Solutions products described in this document may include copyrighted Motorola Solutions
computer programs. Laws in the United States and other countries preserve for Motorola Solutions
certain exclusive rights for copyrighted computer programs. Accordingly, any copyrighted Motorola Solutions
computer programs contained in the Motorola Solutions products described in this document may not be
copied or reproduced in any manner without the express written permission of Motorola Solutions.
No part of this document may be reproduced, transmitted, stored in a retrieval system, or translated into
any language or computer language, in any form or by any means, without the prior written permission of
Motorola Solutions, Inc.

Trademarks
MOTOROLA, MOTO, MOTOROLA SOLUTIONS, and the Stylized M Logo are trademarks or registered
trademarks of Motorola Trademark Holdings, LLC and are used under license. All other trademarks are the
property of their respective owners.

License Rights
The purchase of Motorola Solutions products shall not be deemed to grant either directly or by implication,
estoppel or otherwise, any license under the copyrights, patents or patent applications of Motorola Solutions,
except for the normal nonexclusive, royalty-free license to use that arises by operation of law in the sale of a
product.

Open Source Content
This product may contain Open Source software used under license. Refer to the product installation media
for full Open Source Legal Notices and Attribution content.

European Union (EU) and United Kingdom (UK) Waste of Electrical and Electronic
Equipment (WEEE) Directive

 The European Union's WEEE directive and the UK's WEEE regulation require that products sold into
EU countries and the UK must have the crossed-out wheelie bin label on the product (or the package in some
cases). As defined by the WEEE directive, this crossed-out wheelie bin label means that customers and end
users in EU and UK countries should not dispose of electronic and electrical equipment or accessories in
household waste.
Customers or end users in EU and UK countries should contact their local equipment supplier representative
or service center for information about the waste collection system in their country.

Disclaimer
Please note that certain features, facilities, and capabilities described in this document may not be applicable
to or licensed for use on a specific system, or may be dependent upon the characteristics of a specific mobile
subscriber unit or configuration of certain parameters. Please refer to your Motorola Solutions contact for
further information.
© 2024 Motorola Solutions, Inc. All Rights Reserved
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Contact Us
The Centralized Managed Support Operations (CMSO) is the primary contact for technical support included
in your organization's service agreement with Motorola Solutions. To enable faster response time to customer
issues, Motorola Solutions provides support from multiple countries around the world.
Service agreement customers should be sure to call the CMSO in all situations listed under Customer
Responsibilities in their agreement, such as:
● To confirm troubleshooting results and analysis before taking action

Your organization received support phone numbers and other contact information appropriate for your
geographic region and service agreement. Use that contact information for the most efficient response.
However, if needed, you can also find general support contact information on the Motorola Solutions website,
by following these steps:
1. Enter motorolasolutions.com in your browser.
2. Ensure that your organization's country or region is displayed on the page. Clicking or tapping the name

of the region provides a way to change it.
3. Select "Support" on the motorolasolutions.com page.

Comments
Send questions and comments regarding user documentation to documentation@motorolasolutions.com.
Provide the following information when reporting a documentation error:
● The document title and part number
● The page number or title of the section with the error
● A description of the error
Motorola Solutions offers various courses designed to assist in learning about the system. For information, go
to https://learning.motorolasolutions.com to view the current course offerings and technology paths.
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About CSS Getting Started Guide
This guide describes procedures for installing Configuration/Service Software (CSS) and Software
Downoload Manager (SWDL) on a laptop or desktop PC. Follow the step-by-step instructions included in
this booklet to install the software.
After installation, see the CSS online help and system documentation manuals for the applicable hardware
devices for detailed operational instructions.

Related Information
Related Information Purpose

Standards and Guidelines
for Communication Sites

Provides standards and guidelines that should be followed when setting
up a Motorola Solutions communications site. Also known as R56 manual.

System Overview and
Documentation Reference
Guide

Provides an overview of the new features, technical illustrations, and
system-level disaster recovery for the ASTRO® 25 radio communication
system.

Configuration/Service Soft-
ware (CSS) Online Help

Provides descriptions and important information for all screens and param-
eters used with all G-series devices.
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Chapter 1

CSS Supported Releases
Current version of CSS is compatible with releases A7.18 and later.
For more information about supported releases, see CSS Compatibility Matrix on your CSS media or ISO.
The enclosed media also contains installation files for the Software Download Manager (SWDL) application.
This application is also installed on the Network Management Client and can be operated from a central
location. The CSS media provides the Software Download Manager application for service personnel during
initial system deployment to load operating software into the various devices. Additionally, the media contains
installation bundles for previous and legacy releases (in PrevReleases folder).
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Chapter 2

CSS User Requirements
The information in this guide is intended for qualified communications technicians and maintenance
personnel to program, troubleshoot, and align various Motorola Solutions devices.
The user should also be familiar with the use of Microsoft Windows operating systems and the use of
a personal computer (PC). This includes installing software, understanding file and directory structures,
opening and closing files, copying and moving files, using menus, using the mouse, using Microsoft Windows
help, and navigating between application windows. See your Microsoft Windows operating system manuals
and online help for more details on using Microsoft Windows.
CSS is installed on the Network Management (NM) Clients that support the following hardware platforms:

Table 1: Hardware Platforms Supported by Network Management (NM) Client

Hardware Platform 2024.HS
2024.1

2022.HS
2022.1

2021.1 2020.HS
2020.1

2019.2 7.18

HP Z2 Mini G9
with Windows 10 64bit Enterprise
LTSC 21H2

HP Z2 Mini G5
with Windows 10 64bit Enterprise
LTSC 2019

HP Z2 Mini G4
with Windows 10 64bit Enterprise
LTSC 2019

HP Z2 Mini G3
with Windows 10 64bit Enterprise
LTSB 2016

HP Z440
with Windows 10 64bit Enterprise
LTSB 20151

HP Z4202

1 Z440 workstations are not supported in A2020.HS Systems with CAC/PIV.
2 For more information, contact Centralized Managed Support Operations (CMSO).
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Chapter 3

Opening Firewall Ports for CSS and
Software Download Manager
You need to open appropriate firewall ports for CSS and Software Download Manager to work correctly. For
troubleshooting contact local IT administrator.

Procedure:
1. In Windows, go to Control Panel → Windows Firewall Defender.
2. Go to Advanced settings and select Inbound rules.
3. Add Motorola OpenJDK Platform binary file to allowed applications by performing the following

actions:
a. Click New Rule.
b. Select Program and click Next.
c. Select This program path and provide the location of Motorola OpenJDK Platform binary

file.
Default location: C:\Program Files\Motorola\Motorola OpenJDK\bin\java.exe

d. Click Next.
e. When prompted, select Allow the connection and click Next.
f. Select the appropriate network type (Domain, Private or Public) and click Next.
g. Enter a name for the inbound rule and optionally add a description.
h. Click Finish.

4. Add specific TCP ports to be allowed for Motorola OpenJDK Platform binary file by performing
the following actions:
a. Click New Rule.
b. Select Port and click Next.
c. Select TCP and Specific local ports
d. Enter the following ports:

Local ports:
22, 6021, 15000-15999, 49222, 49470-49479, 52152-65535
Remote ports: 1024-65535

e. Click Next.
f. Select Allow the connection and click Next.
g. Select the appropriate network type (Domain, Private or Public) and click Next.
h. Enter a name for the inbound rule and optionally add a description.
i. Click Finish.

5. Add specific UDP ports to be allowed for Motorola OpenJDK Platform binary file by performing
the following actions:
a. Click New Rule.
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b. Select Port and click Next.
c. Select UCP and Specific local ports
d. Enter the following ports:

Local ports: 161-171, 1054, 1162-1172, 49370-49389
Remote ports: 50152-65535

e. Click Next.
f. Select Allow the connection and click Next.
g. Select the appropriate network type (Domain, Private or Public) and click Next.
h. Enter a name for the inbound rule and optionally add a description.
i. Click Finish.
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Chapter 4

Installing CSS and Software Download
Manager
Prerequisites: Obtain CSS installation media or ISO.

Procedure:
1. Perform one of the following actions:

If… Then…

If you use CSS installation media (CD/DVD), insert the CSS media into the media drive.
If the installation program does not automatical-
ly start, navigate to the setup.exe file on the
media and double click the file.

If you use CSS ISO, perform the following actions:
a. Right click on CSS ISO and select Mount.
b. Open setup.exe.

2. Optional: If a warning about Java Runtime Environment not found appears, close the warning and use
the WindowsInstallFramework on the Windows Supplemental media to install Motorola OpenJDK
64-bit before installing CSS.
The installer for Motorola Open JDK can also be downloaded from the Customer Hub portal. Make
sure you are subscribed to this software before you start searching for it.
Latest releases need only 64bit version. Previous versions may also need a 32bit version of JDK. See
the Readme file on ISO media.

3. Follow the instructions on the screen.
4. In the Choose Components window select software to be installed.

By default, both Configuration Service Software and Software Download Manager options are
selected.

5. Click Install and follow the instructions on the screen.
Result: Configuration Service Software / Software Download Manager application appears in the Motorola
menu option under the Programs menu and the shortcut icons appear on the Windows desktop.
The shortcut denotes A7.18+ as system release, because the current version of CSS is dedicated for 7.18
and all later releases.
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Chapter 5

Uninstalling CSS and Software
Download Manager
Procedure:

Navigate to Control Panel and use the Uninstall a program option.
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